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Developing broadband and internet technologies of-
fers possibilities for new ways of minimizing the server
bottleneck in online gaming as well as an increase in
response and reliability. We look at a peer-to-peer
(P2P) approach to circumnavigate some of the reliance
on the central server and propose a protocol designed
to increase responsiveness and reliability — which is
also useful in meeting the unique requirements of a
P2P approach.
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1. Introduction

Collectively, Massively Multiplayer Online Games
(MMOG) control asignificant portion of the gaming mar-
ket [1]. Indeed, they are the latest and greatest thing as
is evidenced by the recent popularity of games such as
World of Warcraft [2]. Major gaming companies have
decided to devote significant resources and devel opment
time in order to create, maintain, and support old and
new MMOGs. There are, however, several issues that
they all share to a greater or lesser degree. Generaly,
MMOGs feature lower reliability and responsivenessthan
other gaming mediums, whichis partialy intrinsic to their
nature. This is not to say that it is intolerable; merely
that they are not known for extremely high responsive-
ness. This situation is not one that is desirable to most
players, although it is readily tolerated. Moreover, there
isalimit of several thousand players per server, although
thisvariesfrom design to design, and reliable numbersare
difficult to attain.

One can draw several conclusions from these facts. We
will revisit the first two issues later, but first we must ad-
dress the issue of player limits. One can reasonably con-
strue that the server is the bottleneck, as there is a limit
to the amount of information a single machine can han-
dle and transmit. Although this increases over time as
machines get faster, there are ways to get around this —
namely parallel and distributed models where many lesser
machines take the place of one major machine. P2P mod-
elsalso achieveasimilar goal as agroup of mediocre ma-
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chines collectively perform a task far beyond their indi-
vidual capabilities[3].

Torevisit thefirst issue, that of responsivenessand reli-
ability, the more information that is transmitted, the more
likely it is for some of that information to be dropped.
Also, the server acts as a single point of failure in the en-
tire system. Additionally, all the clients may not be ableto
attain a good connection to the server, if for no other rea-
son than geographic location. Disregarding internet lag,
the server itself may be slow to respond simply dueto be-
ing overloaded with too many tasks.

There is a single solution that has the potentia to ad-
dress all of these issues: P2P networking. P2P based net-
works avoid a single point of failure and scale extremely
well [4]; the more peers involved, the more likely it is
that a good connection can be made. The less the server
is asked to perform, the more users can be supported in
a single “world.” In section 2, we discuss this in more
detail.

This paper is structured asfollows. we discuss how P2P
networking will aid in reducing server needs in section 2
and present |13P, our proposed protocol, in section 3 in-
cluding preliminary cost analysis. In section 4, we discuss
the crucial process of signal selection. We briefly discuss
other works in section 5, present results in section 6 and
conclude and discuss future directionsin section 7.

2. Method

The development of consumer broadband and Internet
technologies will provide new opportunities for the uti-
lization of P2P approaches in multi-player games. Ef-
fective NAT traversal and eventualy IPv6 deployment
will help ensure peer connectivity, and increasing band-
width will more readily support more connections than
just the one to a server. P2P approaches can result in less
server load and lower latencies, so taking advantage of
these devel opmentswill be adesirable challengeto under-
take. Additionally, these techniques may ultimately lead
to more players existing on a single server.

One method of applying a P2P approach to a MMOG
isto observe that you can partition parts of the game into
chunksthat are managed by sub-servers. This partitioning
can be performed in a variety of ways. One partitioning
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scheme would be to partition the world into physical sec-
tions, while another would be to partition the player base
into logical groups according to some criteria such as lo-
cality to each other or ameasure of the likelihood of their
interacting [3].

Once partitioned into tasks performabl e by sub-servers,
the next step is to transfer as many of the tasks the sub-
servers were performing onto the player base as possible.
In order to do this, these tasks must beidentified. First, the
sub-servers must authenticate and validate each player. In
addition, they must communicate perceptive data to the
clients and validate any received messages. Lastly, the
sub-servers must remember the state of each client and
decidethe effect of the interaction of clientsin addition to
any reaction the environment has to them.

One way to move some of these tasks onto clients
would be to have a group of clients that continuously
communicate their intentions to each other, and amongst
themselves decide on a sequence of events. They may
even decide the results of their interactions, particularly if
they were al using the same seed. The magjor difficulty
in thisis how to have them effectively communicate with
each other and decide on a sequence of events. It isvery
important that the sequence of events be the same for ev-
eryone. Thisisthe question thispaper attemptsto address:
how to reliably broadcast a player’s intentions to a group
of peerswith whom g/he is communicating with.

In the ideal environment, which we consider here,
bandwidth is plentiful and players crave high responsive-
ness and few network glitches. A protocol which ekes as
much responsiveness and reliability out of the network as
possible will prove helpful.

In keeping with the trend in this paper, it should be
noted that in the future we will see increasing utilization
of wireless network technologies and increasing demands
placed upon them by users. Therefore, there will be an at-
tendant stress on reliability through additional packet loss
and latency glitches. Reliability will be crucial.

3. Protocol

Our solution is a protocol which strives for the afore-
mentioned goals by recruiting each peer to forward mes-
sages to al the others. The key notion is for each peer to
keep track of which messagesall the others have received.
Thiswill enablethe peer to preemptively update the others
with whichever messages it believes them to be missing.
Under some circumstances, the need for back-and-forth
protocol negotiation will therefore be reduced, improving
latency. If unneeded messages are received from a for-
warding peer, they are simply discarded. A peer will take
any opportunity to inform other peers of its understanding
of the current situation.

Suppose there are two signals which peer Z can trans-
mit:

1. Send message M from queue X to peer Y
2. Send “Z hasreceived X upto N” to peer Y
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Thefirst signal merely conveysa sequence-numbered user
message, which may either have originated on peer Z or
on another peer (and is being forwarded by peer Z).

The second signal is a means of indicating which mes-
sages peer Z hasreceived. After receiving thissignal, peer
Y would no longer need to preserve messages N or older
from peer X on peer Z's behalf. Once peer Y no longer
needs to preserve a message from X for anyone else, it is
safeto discard it.

These two signals are all the tools we need for the pro-
tocol. Crafting the optimal signal to send at any given
point in time will be the challenge. Optimization is also
necessary to meet our design goals, as the most unintelli-
gent choices, such as sending the same signal repeatedly,
will result in a broken protocol. A reasonable introduc-
tory algorithm for signal selection should at least prove
that these signals are sufficient for building a functional
protocol, however poorly it performs. We present such an
algorithm in section 4.

We must stress that each of the signals defined here is
tiny. Once the transport layer [5], assumed in this case
to be UDP since much of the work of TCP will be re-
constructed by our protocol, adds its overhead, the signal
payload will be a distressingly small portion of the data-
gram. It is arelatively straightforward matter to amelio-
rate this by concatenating several signals into one data-
gram, thereby accepting the new constraint on the signal
selection algorithm that the destination peer for severd
concatenated signals must match. The algorithm may de-
cideto send a smaller datagram than it could dueto afer-
vent desire to rush out a signal to another peer. This con-
catenation is expected to be fairly necessary in practice
and isimplicit in our agorithm.

Our agorithm combines several update signalsinto one
larger concept: a matrix of sequence numbers which will
be naively blasted over the network repeatedly. This has
the benefit of avoiding complex logic for determining
which update signals to send; we just always send all of
them. We will aso roll into the datagram an assortment
of old message signals from various queues, which we
believe that the current recipient peer needs, until we run
out of room at the practical UDP datagram size limit of
approximately 1,280 bytes [6, 7]. An implementation of
this algorithm would not necessarily be coded in terms of
the underlying two-signal protocol; rather, the underlying
protocol is used asalogica backbone.

Our protocol creates an environment where broadcast
messages can be rushed to each peer with all available
resources. It would be the responsibility of a client of
our protocol to temporally order messages. A simple ap-
proach would be for a peer to require approval from every
other peer in the group before considering its proposed
action to be confirmed. If one of the other peers had pre-
viously requested something contradictory for which con-
firmation was pending, it would not approve the action.
Of coursg, in this situation neither peer will get the confir-
mation unless a priority is built into the actions or peers.
If a peer receives a contradictory but higher-priority con-
firmation request, then it would first send a cancellation
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of its lower-priority request, followed by confirmation of
the higher priority request. Since our protocol guarantees
in-order delivery within the context of a peer-pair chan-
nel, peers observing this chaos would find that the lower-
priority request was withdrawn before the higher-priority
request was confirmed.

As another example, during combat each peer could
take complete responsibility for one of the opponents.
The temporal ordering would be defined as the order in
which messages arrive at the peer controlling the pertinent
characters. This peer would broadcast acknowledgements
or corrections to other peers.

Ingenerd, it is hoped that application-tuned distributed
decision-making would minimize the need to tempo-
rally order messages, since the temporal ordering is only
one approach to the arbitration of conflicting messages;
merely the one that comes most readily to mind from a
client/server point of view.

In getting started, as an example, suppose peer A en-
gueues the first message for broadcast to peers B and C.
Peer A is maintaining knowledge of the peer group in the
form of sequence numbers asfollows:

ABJ[A] =0

which indicates to peer A that peer B believes that A's
latest sequence number is 0.

As a consequence, when this message A1, with se-
quence number 1, is enqueued, peer A knows that peer
Bisunawareof it. It is suitable, then to transmit this mes-
sage to peer B. Along with that message will bethe entire
matrix of sequence numbersincluding:

AJA] = 1,0,0

indicating that peer A is aware that it knows that it has
received message 1 (obviously), and:

AB] = 0,0,0

indicating that peer A is aware that peer B knows that no-
body has received any messages. Since A has not yet re-
ceived any transmission from B, this is truth as A knows
it. Peer A cannot assume that B will know about Az, since
the packet may get lost along the way.

When peer B receives the transmission, it will receive
with it the A; message and will therefore be able to update
its own personal set of sequence numbers:

B[B] = 1,0,0

indicating that B is now aware of A;. Along with the
transmission isthe entire matrix of A’s sequence numbers,
from which can be assimilated an obvious fact:

B[A] = 1,0,0

indicating that peer B is now aware that peer A is aware of
A1
Now, B, being a dutiful member of the peer group
should think himself aware of something important:

B[C] = 0,0,0

would like to upgrade C’s knowledge. In thisway, C may
receive A; even if the transmission directly from A to C
failed; and it will happenin more or less two network hop
intervals. A — B — C instead of the three it would take,
at best case, for A to recognize the failure and retransmit,
and B to acknowledge. If C happened to have atransmis-
sion en route to A when the A — C transmission was lost,
then A would receive:

C[A] = 0,0,0

and know that either C has not yet received its transmis-
sion of A, or that it has been lost. Depending on the
sense it may develop, in an advanced implementation, of
the timing of communications between the two peers, it
may choose to go ahead and try another transmission. Or,
by the timethat B receivesthe A; transmission, A may de-
cidethat it istimeto transmit another message, A,. In that
case, since A has:

AlA] =2,0,0
and
AlC]=0,0,0

it then possesses approximately two messages (A; and Ap)
more than C has. Both messages will go out with the
transmission, and so the lost message will be corrected
without any error recovery protocol.

With this practice — in the most paranoid case — given
a restricted view of the situation involving only the two
peers, a peer could transmit the same message over and
over as fast and often as possible until it receives an ac-
knowledgment from the receiving peer; al thisin an effort
to ensure the speediest delivery to that peer. But since a
peer knows that it needs to update all other peers anyway
given the broadcast assumption in this protocol, it may as
well transmit to them all and let them take care of for-
warding the message to anyone who may be missing it.

In implementation, we may have many messages to
choose from that we feel need transmission. An incred-
ibly naive technique can be used to select messages, such
asround robin selection from the oldest messagesin each
gueue until the datagram is full, for example.

3.1. Efficiency

In analyzing bandwidth efficiency, we define an over-
head percentage equal to:

(Total BytesSent — L ogical BytesBroadcast)
Total BytesSent

An idealized broadcast which transmits each message
byte would have an overhead percentage of 0%. A
straightforward, idealized simulation of broadcasting by
transmission of identical messages to each peer would
yield:

M(N-1)—M 1
which is interesting because B has A; laying around and M(N—1) =1- N—1
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where M is the size of the message and N is the number
of peersin the network.

These efficiency values asymptotically approach 100%
as overhead increases. Initia investigation into the band-
width efficiency of this protocol reveal s overhead percent-
ages as low as 85% for typical casesinvolving 5-10 peers
and message sizes from 40-200 bytes. Overhead can be
higher for smaller messages but can never be lower than
the corresponding levelsfor the straightforward broadcast
simulation.

4. Signal Selection

Since the promise of this protocol relies on a better
algorithm for signal selection, it behooves us to discuss
briefly what may be involvedin this.

Suppose, in addition to the queues, we track informa-
tion such as when a message was added to a queue, when
it was last sent in a data signal to each peer, how rapidly
each kind of signal is arriving from each peer, etc. Such
information we could consider our state, and each state
can be scored according to the desirability of what is ex-
isting in that state. For example, it is perhapsfar more de-
sirable to work on emptying avery stale queue by sending
adata signal for it than it is to send an update signal for
a fresh and relatively unoccupied queue. Our best deci-
sion for the next transmission would be to undertake the
transition to the most valuabl e state. A more sophisticated
agorithm, then, would define a scoring function with tun-
able parameters. The following subsections discuss some
principlesto take into consideration.

4.1. Recovery

We may want to try very hard to recover peersthat have
fallen far behind. This parameter will be determined by
the cost to the application of having its decision-making
logic ruined by latency.

Due to this factor, older messages have a higher prior-
ity; we may decide to compensate by giving brand new
messages a priority boost since we may not want to pe-
nalize faster peers while the network attempts to recover
from the lagging peer.

The falloff for the newness factor would be modulated
by our opinion of the quality of the network. If we can
assume that datagrams generally make it on the first try,
then their bonus for being new will wear off the first time
adatagram is sent.

4.2. Popularity

This dampens a score by selecting messages that are
likely to be sent frequently. Since each peer has some
idea of what each other peer has, then it will have some
information about how another peer is doing its scoring.
If another peer is likely to score a message high, then we
should scoreit lower.
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4.3. Responsiveness

1. Each peer should prioritize sending a message to an-
other that has just sent it something, so that it knows
not to send it again.

2. Each peer should extra-prioritize sending a packet to
another that has just sent it something that it did not
need — since the other peer thinksit is old and that
we need it badly, it islikely to keep scoring it higher.

4.4, Time Effects

We can determine whether it is optimal to concatenate
signals by considering whether it is possible to achieve a
higher score by saving the time cost of transmission over-
head. Thisis not overly difficult. Let us define time in
terms of bytes (knowing that it is readily convertible to
actual time by factoring in a bandwidth estimation or re-
quirement):

C(S(t)) = valueof astate at timet.
So, we pick one:

C(Si(t)) +C(S(t+On +N))

where the constant Oy representsthe overhead of sending
anew message. Thisisthe value of the state after action 1
plus the value of the optimal state after action 2, Oy + N
time units later where the signal associated with S; takes
N bytes to transmit. Now, consider the following cost:

C(Si(t) +C(S(t+n)).

Here, S3 is constrained to a subset of states defined as
those reachable by sending a signal to the same peer as
involvedin §;

Of course, since the optimal value for our next state
is now dependent on the optimal value for the state after
that, we descend into a recursive definition. This has the
benefit of setting up something for spare CPU coresto do
while waiting for a datagram to transmit, even if the value
ends up being slight.

Deciding the ordering of messages to send is indeed a
problem. The determination of messages to concatenate
can be subsumed into the question of ordering by setting
up our ordering methodology carefully.

If one were to concatenate, one would be able to send
a new message without incurring the overhead. But to
concatenate, a second message must be sent to the first
peer. If athird message, destined for another peer, was
more crucia than the candidate for concatenation, then
one would accept the overhead cost and simply go ahead
and send the message to the other peer.

We can solve this problem by finding the maximum
value among all possible states. The states are generated
by taking al permutations of pending messages. Each
permutation has a corresponding vector of times corre-
sponding to the delay before each message within that
permutation would be sent. The times vector can be gen-
erated asfollows:
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function generate_times(vector V of nessages)
time T =0
vector R of result tines

for each message Min V
T.add( R)
if Mis first or
M prev.recipient !'= Mrecipient
T += OH
T += Msi ze
return R

Now hereis an example of a scoring function:

function score_state(vector T of tines,
vector V of nessages)
if vector Vis too long, return zero

i
0

time TIME

var C=10

for each index i in the state vectors
C += (V.priority + V.age) / TIME
TIME += Ti

return C

Thisfunctionwill prefer stateswith high priority and aged
messages scheduled earlier.

Once the highest-scored state has been determined, the
next datagram to be sent is the concatenation of the first
message in the state and any immediately subsequent
messages destined for the same peer. Of course due to
the embracing of all permutations this has a terrible time
complexity. Depending on the scor e_st at e function,
however, this problem may be amenable to dynamic pro-
gramming.

5. Other Works

Chen et a. in [8] conducted a study with the help of a
commercial MMOG in which they concluded that TCP
was poorly suited for the needs of MMOGs. In brief,
the reasons they report are small packet sizes leading to
wasted bandwidth due to large headers, unnecessary in-
order delivery of packets leading to avoidable lag, an in-
effectual congestion-control mechanism since game traf-
fic is network limited — not application limited, and inef-
fectiveness of TCP's fast-retransmit algorithm leading to
increased latency.

Our agorithm suffers from the large-header size, but
our broadcast scheme avoids retransmit delays and we do
not ensure in-order delivery. In-order delivery is only an
issue becauseit isoften not importantin MMOGs, and if a
client iswaiting for a packet unnecessarily, then thisleads
to completely unnecessary lag. 3P proposes a solution
to the large-header size vs. payload size issue by con-
catenating several smaller messages into one larger mes-
sage. Interestingly enough, in spite of the poor-suitedness
of TCPfor MMOGs, the most successful MMOG to date,
World of Warcraft [2], is reported to be using TCP as its
protocol [8].

Mauve et al. propose Real-Time Application Level
Support for Distributed Interactive Media (RPT/1) [9],
which has been put forth as a potential standard proto-
col for interactive distributed applications. While this cer-
tainly would seem applicable to MMO gaming situations,
their focus seems to be on shared media; their cited tar-
get examples are shared whiteboards and distributed Java
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animations.

Pack et a. propose a Game Transport Protocol (GTP)
in [10]. GTP possesses several features geared towards
making it suitable for MMOGs such as a packet-based
window scheme, an adaptive retransmission scheme, and
multiple modes of support. The packet-based window
scheme avoids the excessive bandwith overhead associ-
ated with TCP's byte-based window scheme in the case of
small game packets. Adaptive retransmit chooses not to
retransmit some packets based on the fact that many pack-
etsin MMOGs becomeirrelevant very quickly. By multi-
ple modes they allow the user to choose what the priority
should be which can vary depending on the situation (e.g.,
on-time delivery being more important in a first-person
shooter than in a chess game). Our protocol is primar-
ily concerned with reliably and quickly transmitting data,
to the exclusion of all concerns about bandwidth, and we
achieve thisthrough broadcast. The goal of GTP seemsto
be efficiency, while our protocol is focused on minimiz-
ing delay, and we plan to impose efficiency via somewhat
higher level signal selection algorithms.

With regards to UDP, it is typically the protocol of
choice for fast paced very active games [8]; while it is
lightweight compared to TCP, it also lacks functional-
ity permitting reliable transmission and session manage-
ment [10]. 3P addresses UDP's shortcomings with re-
spect to reliable transmission by ensuring that every peer
involved getsits intended messages.

6. Results

We have developed a prototype implementation and
simulation of the reference protocol which was useful in
investigating its performance characteristics. Several pa-
rameters were included and proved useful in controlling
the operation: A nessage_count definesthe maximum
number of messages which will be sent in each packet.
Too many messages can result in some peers being ne-
glected; it would probably be better to send fewer, older
messages for all peers than to send a load of messages
for a single peer. Without a constraint on the size of the
packet, the protocol will collapse in inefficiency as the
number of redundant messagesincreases. The packet size
isalso, as apractical matter, constrained by udp_l i mi t,
alimit on the size of a UDP datagram which is supposed
to be safely capable of intact transmission. The proto-
type truncates packets at udp_l i m t. Truncated pack-
ets can have several messages recovered from them; trun-
cated messages are discarded.

The simulation creates peer _count nodes, each of
which broadcasts a message of size nessage_si ze to
al other peers at each iteration of the simulation. A
ratio packet _| oss describes a proportion of packets
which are lost by the network. Packet loss will gener-
aly hurt latency by necessitating more frequent retrans-
missions. With this protocol, less time is required to re-
cover from lost packets since each peer is constantly re-
transmitting old information. Moreover, transient glitches
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Fig. 1. Latency (ms) for 5 peers, 200 packets.
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Fig. 2. Latency (ms) for 5 peers, 400 packets.
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Fig. 3. Latency (ms) for 5 peers, 500 packets.

in one peer’'s connectivity do not prevent that peer from
completing its broadcast, as other peers will be working
on the glitchy peer’s behalf even while the glitch occurs.

We analyzed the impact on the average latency of a
message under a varying degrees of packet loss. The re-
sults of the test runs are included in Figs. 1 through 6. If
you compare Fig. 3 and Fig. 6, for example, you will no-
tice that the latency decreases for the greater number of
peers.

Under an idealized scenario with very large bandwidth
compared to the amount of logical datathat needs broad-
casting, the bandwidth consumed by the protocol over-
head islarge. Thisisin keeping with our goal of muster-
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Fig. 4. Latency (ms) for 10 peers, 200 packets.
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Fig. 6. Latency (ms) for 10 peers, 500 packets.

ing al available resourcesto minimize latency. When in-
troducing a set of peerswith significantly degraded band-
width, the improvements to latency come from the in-
crease of the amount of logical data broadcast relative to
the number of physical bytestransmitted. For example, if
one extremely bandwidth-starved peer wanted to send 10
bytes to 7 peers, it would send 10 bytes to the first peer
which would rapidly forward the data to all other peers
before the slow one had barely begun sending 10 bytesto
the next peer. Thus it might accomplish the broadcast of
70 bytes of logical datawhile only physically consuming
10 or 20 bytes of physical bandwidth.
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7. Conclusions and Future Directions

It isclear from our research that P2P networking holds
great promiseinimproving MMOG performance. Indeed,
MMOGs are already partitioned into tasks performable by
sub-servers. We have discussed partitioning schemes that
make more sensein a P2P environment and waysin which
some tasks performed by the af orementioned sub-servers
could be offloaded onto the clients. The I3P protocol is
designed with efficiency in mind, allowing peers to com-
municate with each other in an economical manner and
internally managing non-receipt of transmissions.

Our signal selection and concatenation algorithms are
primitivein their current forms. An obviousnext stepisto
develop solid, parameterizable algorithms and derive op-
timal values. The simplicity of the core signalswill aid in
modeling and simulation. A parallel effort in developing a
more intricate state definition, with more record-keeping
and performance variables, will provide a toolbox upon
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